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Hawa nH¢ppacTpykTypa

2 pata-ueHTpa B MockBe cBfi3aHbl ABYMS KaHalamMu obLei
NponycKHoM cnoco6HocTbio 40 'B/ceK., MPONOXEHHBIMM MO
BblAeIeHHbIM ONTUYECKUM KabensiM pasHbIMU MapLUpPyTaMM.

9TO AaeT npeuMmyLlecTBa:

» [leopacnpepeneHHOCTU U KaTacTpo¢oyCTOMYMBOCTH

* bBonee 20 onepaTopoB cBsA3K, knroueson ysen MSK-IX,
BoJsiokHa Ao MMTC-9 n MMTC-10

* B03MOXHOCTb MacLITabUpoBaHMSA BHE 3aBUCUMOCTM OT
Hanuuunsa ceobogHoro mecta B L
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9 Naseneuxwii Bk3

Hawm knmeHTbl NpogomkaroT paboTaTb AaXke eCnv NPOM30oLLN
hopcMaXkopHble 06CTOATENLCTBA, HAaNpMMep, aBapun Ha
JIMHUN.

3a CYET TOro, YTO KaHasbl CBSA3M MeXAY HalMMu
reopacnpegeneHHbiMKU JaTa-LUeHTpaMu NpoXoasT pa3HbIMM
MapLUpPyTaMN — OCHOBHbIM U pe3epBHbIM, BCE HalUW CEPBUCHI
NpoAo/KatoT GYHKLUMOHMPOBATb B LUITAaTHOM U 3asBJIEHHOM
pexkMme pabdoThbl.




Haae>XHOCTb U 0TKa30yCTOUYUBOCTDb

20+ 120+

JleT onbiTa oKasaHud

30 000+

KnueHTtoB

7 000+

CoTpygHUKOB KOMMNaHWUK AKTUBHbIX BUPTYasibHbIX U

KopnopatusHbIx UT-ycnyr

Co6CcTBeHHan aBTOHOMHas cMcTeMa — He3aBUCUMOCTb OT
onepaTopoB CBA3N MHTEPHET, 0TKa30yCTOMUYNBOCTb K
pecypcam ceTu AN BCeX K/IMEHTOB

OTkasoycToluMBOE ceTeBoe 060pyA0BaHue - BCe 6e3
UCKJTOYEHUS cepBepbl CHabXXeHbl HECKOMIbKUMMU CeTEBbIMU
ajanTepamu, KaXAblA U HAX MOAKOYEH MUHUMYM K LIBYM
He3aBUCUMbIM 10-TMrabUTHbIM KOMMYTaTopaM

Mol Hble MeXXceTeBble 9KpaHbl - 3alliMTa OT BTOPXXEHUIN U3
NHTepHeTa KaK A/1s1 BHELHMX CeTEN, TaK U AN BHYTPEHHUX
ceTen

BblflefIeHHbIX CepBEpOB

ABTOMAaTU3MPOBaHHOE pe3epBHOE KONMMPOBaHue

MouyHoe Xene3o enterprise-knacca, 60/bLLON cKnag,
KOMMEKTYOLLMX U 3anacHbIX YacTen

3awmueHHas nepegaya gadHbix, VPN kaHanbl

FapaHTMpPOBaHHbI AOrOBOPOM 6a30Bbli YPOBEHDb
poctynHocTn — SLA 99,99%

prrﬂOCYTO‘-IHaH TexnogpepxkKa h MOHUTOPUHI BCEX Y3J10B.




Be3onacHocTb Hawux LOA

dusnyeckasn:

* 3awwueH ot aBapun

» KoHTpornb 1 ynpasrneHne gocTyrnom

*  Oxpansiemas Tepputopus, CKY[, BuaeoHabnogeHve

* OxpaHHO-NoXapHas curHannsaums

* ABTOMAaTU4YECKOE MOXapPOTyLUEHNE

* Cuncrtema rapaHTMpOBaHHOIO 3HEpProcHabxeHnsa — obas3aTensHo
HECKOJIbKO He3aBUCUMBbIX NMUTAOLWNX LIEHTPOB

UHdpacTpykTypHas:

* HapexHoe obopynoBaHme cooTBeTCTBYytOLEee ypoBHIO Tier lll: Liebert,
HiRef, Stulz, FG Wilson

+ [ly6nmpyemble kaHanbl CBA3W — 4 kaHana pasHbiX onepaTopos,
NPUXOAALLMX pasHbIMM MapLLpyTamm

* [apaHTMpOBaHHOE 3HEProCHAGXEeHMEe, OCHALLEHHOE HECKOMNBKMMMN
He3aBncmbiMu BBogamu, B n AN no cxeme N+1;

* Bce koMnoHeHTbI 3ape3epBnpoBaHbl, MHPPaACTPYKTypa n3bbITOYHA

* [locTosHHbIN 3anac cBOOOAHbLIX peCcypcoB

» [locTynHbl KaHanbl pasnudHon nonockl ot 100 MBuT/cek oo aecaTkoB
6ut/cex.
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MUHdbopmaumoHHas:

» CooTtBeTctBMe ctaHgaptam PCI DSS, ISO

* Pernctpaums n y4ét 4encTBuin agMMHUCTPaTOPOB

* CuncremaTtnyecKknin KOHTPOIb YSI3BUMOCTEN

*  KpyrnocyTo4Hblii MOHUTOPUHT M NOAAEPKKA BCEX CUCTEM
* PesepBHoe konupoBaHue

e 3awwmTa ot DDoS-aTak

e [Mognucanmne NDA




Bbicokas AOCTYNMHOCTb U OTKa30yCTOﬁHMBOCTb Ha BCeX
YPOBHAX CeTeBOro B3anMoaencTBus

1. Mol ncnonb3yem o6opy,q03aH|/|e OT BEAYLLUNX MUPOBbIX I'IpOI/I3BOD,I/ITeJ'Iel7| ana
noBbIlLEeHNA OOCTYMNMHOCTU U OTKa30yCTOl7|‘-I MBOCTU HaLLUX yCnyr.

2. Hawa komnaHusi nmeet ctatyc LIR n B Hawem pacnopsbkeHnmn HaxoguTcs
HECKOJbKO HE3aBUCHMMbIX aBTOHOMHbIX CUCTEM.

3. TlogkntoyeHne Kk ceTn VIHTepHET Ha CEeTEBOM YPOBHE NMPOUCXOANT C MOMOLLbHO
HECKOSbKMX Map HE3aBNCUMbIX MapLUPYTU3aTOPOB YPOBHS MpeanpuaTvs ans
TOro, 4Tobbl 06ecneyYmnTb MakCMMarbHy 0TKa30yCTONYMBOCTb M NPO3PayYHOCTb
nepekntoyeHns mexay BGP-annuHkamu.

4. Ha yposHe LLIO mbl nogknto4aemM cepBepbl K ABYM He3aBucuMbiM 10-
rMrabuTHBIM KOMMYyTaToOpaMm B KaXKaow CTOoVke Ana obecneveHns
BCEOOBLEMIIOLLEN OTKA30YCTOMYMBOCTM HA KaHarlbHOM YPOBHE.




CoOcTBEeHHble aBTOHOMHbLIE CUCTEeMbI

BrniageHune cobcTBEHHLIMU aBTOHOMHbBIMM CUCTEMaMM MO3BOMSIET OCTaBaTbCA HE3aBUCUMbIMU OT onepartopos RIPE
CBA3N, KOTOprVI npenoctaBnAl0T AOCTyN B MHTepHeT. Ncc

ABMmoOHOMHas cucmemMa — pasHorpasHasi Yacmbe UHMepHema u eé ocHoea, U3 COBOKYrNnHOCmMu a8moHOMHbIX
cucmemMm cocmoum uHmepHem 8 uesiom. M e m be r

CobcTBEHHAA aBTOHOMHas cucteMa BmecTe ¢ 6riokomM cobcTBeHHbIX |IP-agpecoB Heobxogmma ntoboMy XOCTUHT
npoBanagepy unm nodon opraHnsaumm, kotopas xenaeTt obecneynTb 0TKa30yCTOMYMBOCTb AOCTYMNa K CBOUM
pecypcam 13 CeTU, a Takke CaMOCTOSTENbHO ONPeAeNATb NONUTUKY MapLUpyTU3aLnn.

Korga ectb cO6CTBEHHAs aBTOHOMHas cucTeMa MOXHO 6e3 nepeHacTpoek KOHEYHOro 060PyA0BaHMA NONb30BaTENel U3MEHSTb
kaHarbl CBA3M, He 3aBUCETb OT IP-agpecoB npoBaliaepa, MEHSTb MPUOPUTET OAHOTO KaHana Hag ApYrvMMU U MHOToe Apyroe.

Komnanust AnTwu INant aensietca npeactasutenem RIPE, obnagaet ctatycom LIR n nmeet npago:
* OCYLUECTBMATb perncTpaumio n Nogaepky Habopos CETEBbLIX PEKBU3UTOB KIMEHTOB
*  OCYLLeCTBNATb Apyrme onepaumm no B3ammogencteuto ¢ Esponenckmum CeteBbim KoopamHaumoHHbiMm LieHTpom (RIPE).




OTkasoycTonumBoe ceteBoe obopyaoBaHue

CeTeBOM ypoBeHb

MpoTokon pe3epBUPOBaHNS BUPTYarbHbIX MapLUpPYTU3aTOPOB 0GecneYBaeT NoBbILLEHe

0TKa30yCTOMYNBOCTU CEPBUCOB MO CETU UMM OPraHM3aLmMn GanaHcMpOBKM HArpy3kn Mexay -
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OTKa30yCTOMUMBOCTbL JOCTUrAETCS 06beANHEHUEM HECKOMBKUX Y3MOB OfHUM BUPTYaslbHbIM h

afpecoMm, KOTopbIi NepeHas3HavaeTcs criefytolwemy y3ny, Npy oTkase OCHOBHOIO y3ria.

KaHanbHbIM ypoBEeHb

10-rmrabuTHble ceTeBble KOMMYTATOPbI onepatopckoro yposHsi (Juniper EX, Cisco Nexus)
NnoaaepKMBaoT TEXHOSMOIMIO BUPTYarnbHOro Lwaccu, obecneyrvBaroLlyo o6beanHeHne
B OTKa30YyCTOMYMBbIN KNacTep ¢ eQUHbLIM ynpaBneHueM C JpYyrM YyCTPONCTBaMM.

MpeaycMoTpeH BapuaHT BbIXO4a M3 CTPOSI LIeNIoro Kractepa - UCMomb3yeTcsl HECKOSbKO
HEe3aBMCMMbIX KINacTepPOB B pasHbIX NOKaLUSIX.

Bce 6e3 nckntoueHmns cepeepbl CHabXeHbl HECKOSbKUMN (HE MeHee OBYX) CeTEBbIMU
agjantepamu, Kaxabli U HAX NOOKMOYEH MAHUMYM K ABYM He3aBUCUMbIM 10-rurabutHbIM
KOMMyTaTOpaM, a B KaXXOOW CTOVKe pacnofioXeHO MUHUMYM ABa Taknx KOMMyTaTopa.




MouwHble MeXceTeBble 3KpaHbl YPOBHS
npegonpuaTus

Hawwu MexceTeBble 3KpaHbl BbINMOMHAIOT criegylowme
3aWuUTHbIe (PYHKUUN B peXXxume pearibHOro BpeMeHMU:

* 3awmTa OoT BTOpXKEHUN 13 MIHTepHEeTa Kak aAngd BHELWHUX CEeTEN, Tak U And
BHYTPEHHUX (CepbIX) ceTen

 3anpeT goctyna ua 'nobansHon ceTn K cuctemam BHyTPEHHEN CeTu U
6nokupoBska Tpadvka kK IHTEPHETY OT CUCTEM, KOTOpble He AOMMKHbI
SBNATLCA MHMLMATOPaMM COeANHEHNI

i 6ﬂOKI/IpOBaHVIe NOonNbITOK MPOHUKHOBEHUA BO BHYTPEHHIOK CE€Tb C MOMOLL b
YA3BUMbIX NPOTOKOJI0B

* aBTOMaTM4YecKas yMHas 3awmTa oT nepebopa napons Anst NPOTOKOSIOB
RDP 1 SSH - yto no3sonseT 3aWwpmTnTb OT HECAHKLUMOHUPOBAHHOIO
AOCTyna He ToNbKo 13 NIHTEpHeTa, HO 1 BHYTPUY MNOACETU, ECNIN OANH U3
CEPBEPOB Yke Obin B3NOMaH.




MouwHan 3amTa AaHHbIX U pe3epPBHbIX KOMUU

[aHHble n pe3epBHbl€ KON HAaLINX KIMEeHTOB 3allMLEHbl ABYMA YPOBHAMWU!

1. ABTOMaTU3npoBaHHOE pe3epBHOE KOMMPOBaHMe ¢ NoMoLL b0 pelleHns Kubep Bakan,
BKItoYatoLLee BCTPOEHHYHO 3alMTy OT BUPYCOB-LUMGPOBAanbLLVKOB U APYrvX Yrpo3.

BcTpoeHHas npoBepka LENOCTHOCTM Pe3epBHbIX KOMWIA, CO34aHNe KOHCUCTEHTHbIX
GakanoB 6a3 gaHHbIX Ha YPOBHE IMCKOB CEPBEPOB.

[ocTyn K AaHHbIM — TONbKO HA CTOPOHE KnneHTa. [oCTyn K YTEHUIO AaHHbLIX HANPsSIMYHO 13
XpaHunuuia, B 06xon web-KoHCONM KrnMeHTa - HeBO3MOXeH. [lononHuTensHoe
LWndpoBaHne KINMEHTOM Kaxaoro nraHa 6akana.

2. [lononHuTenbHbIN YPOBEHD 3aLLMTbl 0GECNEeYMBaETCS TEM, YTO pe3epBHas KOnus,
cOoenaHHas Ha YpOBHE rMnepBM3opa M XpaHsiLascs Ha BHELUHEM cepBepe, HeAOCTyNHa
ANs yrpo3 LWndpoBarnbLUMKOB, KPUNTOMANHEPOB U Mp.

BupTyanbHas BupTyankHas BupTyankHas BupTyanbHas
MawmnHa MawmnHa MawmuHa MawuHa

PesepsHble
Konum

BHewHni
cepsep




Hawu KomneTeHUUU n ycnyru

CospaHue, apeHaga n nogaepxka NT-nHdpactpykTypbl ':?
noza KIou: \
e AyOuT 1 KOHCaNTUHI, NPOEKTUPOBaHME peLleHNs " ﬂ\' ) |

* Murpauus B obnako ',__

* WHdpacrpykrypa kak cepsuc (laaS) v -
* PesepBHoe konmpoBaHue kak cepsuc (BaaS)

* ApeHga KoprnopaTusHou no4tsl B Obnake

* ApeHga 4acTHoro obnaka, rmépuaHON MHMP-pbI 2 " .
* ApeHaa BMpTyarnbHbIX 1 BblAEMEHHbIX CEpBepoB n \

= Tl MiMnopTo3amelleHne Ha poccuiickoe u ceoboaHoe IMO:
‘i* & W * MpPOEKTbI Nokanusaumm B PO, cpoyHas murpaumns _
* murpaums ¢ SAP Ha 1C:ERP
* MOYTOBbIN CEPBEP U KOMMYHUKaLIUA
* COBpPEMEHHbIE POCCUNCKME OPUCHbIE NAKETDI
« CYBA
e onepaumMoHHas cuctema Ha b6ase Linux
* pes3epBHOE KOMMPOBaHME U 3alinUTa AaHHbIX
* MexceTeBble aKkpaHbl, Firewall, Proxy.
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ApeHga v nogaepxka MHpacTpyKTypbl
ON4 BblCOKOHarpy»eHHbIx 1C

BHepgpeHue, oopaboTka, conpoBoXaeHWe,
onTuMmnaauma n nogaepxka 1C

ApeHga, noctaBka 10O n obopynoBaHus
(1C, Microsoft n gp.)

AyYTCOPCUHT TEXHUYECKOW NOAAEPKKM
24[7:1, 2, 3-9 nUHUN

UT-ayaut, aytcopcuHr UT-gupektopa

KopnopaTtuBHbIn UT-ayTCcopCMHr




[MonHbIN KOMNJMEKC yCNyr No opraHusaunm

paboTtbl B 1C

Ayaut n nog6op uHd pacTpyktypbl ans 1C

O6cnepoBaHue TekyLlen MHPacTPYKTypbl, moabop “xenesa’, nnaH
peanusauum npoekTa. [ocTpoeHne nHavBMUOYyansHON MHPaCTPYKTYpPbI,
noaGop onTMMarnbHbIX KOHUIrypaLuin 1 peLLueHii.

Apenpa o
Apenpa 1C, Microsoft (Exchange, SQL Server n gp.). XoCTUHI MMeOLLMXCS
Y KNeHTa NnLEeH3 N,

Anrpena nuueHsnn 1C c MPO® Ha KOPI

ApeHaa BUpTyanbHbIX U (h3nvecKknx cepsepoB
ApeHpa vacTtHoro obnaka. Puanyeckoe obopynoBaHNe B apeHay.

Ayout npoussoautensbHocTu 1C
AHanu3 npobnemM Npon3BOAUTENBHOCTU BbICOKOHArPYXeHHbIX 6a3 1C ¢
ayaMTOM 3arpy>eHHOCTHM annaparHoro obecneyeHnst U COCTOSIHUSA Koaa.

Co3gaHue 1 HacTpoWKa OTKa3oyCTOMYMBOro Knactepa cepsepoB 1C
BanaHcupoBka 3arpyxeHHOCTH, MacluTabupoBaHme Harpysku,
OTKa30yCTOMYMBOCTb (Pe3epBHbIE PECYPChI).

ﬂg CEPTUOUKAT

Mwurpauumsa c SAP Ha 1C

Hactpowka n agpmuHucTpupoBaHue cepsepos u MO
Ycnym yCcTaHOBKM, HAaCTPOVKK 1 conpoBoxaeHus cepeepa 1C. MNomoLb B
nepeHoce 6a3 1C.

BHeppeHue, nopaboTka n conpoBoxageHue 1C
KomnnekcHble npoekTbl BHeapeHust 1C. [lopaboTka 1 pa3suime
cylecTBytoLnx 6as.

3awmTa 1 pesepBHOe KOMMpoBaHUe AaHHbIX
PesepBHoe konvpoeaHne B[ 1C, ouckoB, U3NYECKNX 1 BUPTYanbHbIX
cepBepoB, pabounx CTaHLMIA, MOYThl U OTAEMNbHbIX (PannoB.

KpyrnocyTtouHasa Texnoanepxka nonb3oBarenen
KeanuduumpoBaHHas TexHUYeckas nogaepikka TeKYLUMX peLleHui B noboe
BpeMsi. BolaeneHHast nuHuSA koHcynbTaumin no 1C B paboyue vachl.

MpepocraBneHne TeCTOBOM cpeabl Ans paspabdoTku
MpeacraBneHne HeOBXOAMMBIX MOLLHOCTEN AN TECTUPOBAHMUS U
paspaboTkn 1C noa uHAMBUAYanbHbIE MPOEKTHI.

O6nako ®3-152 ana 1C n UCNOH




UHdpacTpykTypa ana 1C KOPI,
BbICOKOHaArpyXeHHbIX peLeHnmn \m

@..

IT-Lite opraHnsyet acpheKTUBHYIO U NPOU3BOAUTENbHYIO UHMPACTPYKTYpPY
ans 1C nop knou: o

* ayauT Tekylen nnowankm 3akas4dvka, NpoeKTMPOBaHMNE apXUTEKTYPbI Sey W
* apeHga BUpPTYyarnbHbIX U M3NYECKNX CEPBEPOB MOA BbICOKOHArpy»eHHble 1C

e KacTomm3aums MHPPaACTPYKTYpbl C y4ETOM UHAMBUAYANbHbLIX OCOBEHHOCTEN

* MCnoJjib3oBaHne BbICOKOMPOM3BOAUTESIbHbIX NMPOLECCOPOB U SSD-,D,I/ICKOB NMPOMBbILLITEHHOTrO KJlacca
+ Cco3[aHue M HacTpoKKa OTKa3oyCTOMYMBOro Kractepa

* CceTb Nepenayu gaHHbIX ¢ kaHanom 10 [eut/cek

*  KPYMoOCyTO4YHada TexXHU4Yeckaa nogaepikka cepBepoB U KIMEHTOB

*  NNHKUA KoHcynbTaumn no 1C gns KNMEHTOB.

N

\

=

Ons addektmBHom paboTel 1C KOPI1, cnoco6Hom 6anaHcMpoBaTb HAarpy3ky M MakcumanbHO 3a4eCTBOBaTb
pecypcbl MHPPaCTPYKTYpPbI, Mbl MPEAOCTABIISIEM OTKa30yCTOMYUBLIE KilacTepbl CEPBEPOB - NPU BbIXOAE U3
CTPOS OAHOIO M3 CEPBEPOB CUCTEMA MPOAOIIKUT PYHKLUMOHMPOBATD B LUTATHOM pexume 6e3 cboes.




OnTuMM3auus BbICOKOHarpyxeHHbix 1C

QAN

BbinonHsiem komnnekc paboT no ontuMmsaummn pabotsbl 1C — pewaem npobrieMbl NPON3BOANTENBHOCTH, |||||"
OLUMBOK, CKOPOCTU hOPMUPOBAHMSI OTYETOB, MaCLLTaBUPOBaHNS 1 ONTUMMU3ALMM NPU NOBbILUEHHbIX HArpy3Kax : Ps "llll
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HacTpowka c4eTYMKOB aHanu3a 3arpy>XeHHOCTM annapaTHoro obecneyeHuns Ha cepBepax, 0bCNyXMBaLLMX u
CYBA, cepsep 1C.

HacTpolika cbopa NnoroB TEXHOMOMMYECKOro XXypHarna Ha cepBepe 1C, a Takke aHanu3 HaCTPOeK CaMoro

cepeepa 1C. BoisisneHue “y3knx” MecrT.

AHann3 guHamMmmM4eckx agMUHUCTPaTUBHbBIX NpeacTaBneHu n Hactpoek CYB/.

AHanua nporpaMMHOro Koga rno onepaumsim, BbIABEHHbIM BO BpEMS aHanusa, Kotopble 60nblue BCEero Harpy>awT
cucTemy.

AHanM3 cobpaHHbIX NTOroB TEXHOOMMYECKOrO XXypHara, nokasaTefnen Npon3BoaAUTENBHOCTU 0O0PYAOBaHNS Ha NpeaMeT
HeLlTaTHbIX CUTyaLWUin U NMOUCK KakMX-NMbo 3aBUCMMOCTEN B HUX (OT BPEMEHM, OT nonb3oBartend, oT MK u ap).
[MpoBeaeHne oLeHKN NPOn3BOANTENBHOCTM N0 MexayHapogHomy ctaHgapTy (APDEX).

BbisiBrieHne 1 domkcaumsa NpUYnH, HEraTMBHO BIMSIIOLLMX HA NPOM3BOAMTENBHOCTL paboThl 1C.

BbipaboTka pekomeHaauun no onTummsalmm busHec-npoLeccos.

MoproToBKa 3aknioYeHWs1 B MMCbMEHHOM hOpMe, ONncaHne MPUYNH HeYAO0BNETBOPUTENBHON paboTbl CUCTEMBI.




NMpumepbl HPPACTPYKTYPHbIX npoekToB ana 1C

Cneuwnanusmpyemcs Ha pasmelyeHmn pewweHmn 1C 1 noaaepkke CepBMCOB Ha CBOMX MOLLHOCTSAX, obnagaem orpoMHbIM MPakTUYeCcKum
OMbITOM MO NOJAEPXKKE, HACTPOMKE M pa3MeLLeHno nHpacTpykTypbl Ansa 1C. Pelwaem croxHble 1 HecTaHgapTHble 3a4a4y — NOCTPOeHMe
KacTOMMU3NPOBaHHbIX, TMOPUAHBIX MHPPACTPYKTYpP, NpefocTaBrneHne obopyaoBaHusi. 1-2-3 NMHWMU KPYrNOCYTOYHOW TEXMOANE PXKKU.

CospgaHune n
nogaepxka
NHDPaCTPYKTYpbI
ana 1C

CospgaHue
HageXxHoun
obnayHomn

NHPaCTPyKTypbI

Mwurpaunsa c
3apybexHbIX
cepBepoB Noj
Koy

[MonHbIN Nepeesn,
B Obnako ¢
OKasaHvem
TEXNOAAEPKKM
24[7

Bakas4vvk: MexagyHapogHas rpynna KoMnaHui, KpynHbl npon3BoauTens ceeToTexHmku. ObecnedeHa 6ecnepebonHas pabora 6onee 500
nonb3oBaTenen B YacTHOM obnake. ApeHaa dmandeckoro obopyaoBaHus n npegyctaHosnenHoro M0O. PasgeneHsl ponv SQL n APP
CcepBepOB, NPefOoCTaBreH cepBep TeCcToBowW cpeabl Ans nporpammucto 1C. 3akasqyuk nony4un noja KoY BblAENEHHYI0 OT OCHOBHOM U
nogaepxusaemyto IT-Lite nHdpacTtpyktypy anst 1C. OntummsnpoBaHa npomsBoautensHocTb 1C, obecrneyeHa 0TkazoyCTONYMBOCTb
peLleHns Ha Bcex pabo4mx MecTax.

3akasyuk: [pon3BoauTEnb NOMHOMO CMEKTPa KOCMETUYECKOM MPOAYKLUMM U BbITOBOW XUMUM C CETbH0 (MPMEHHbBIX Mara3nHOB.
CnpoeKkTnpoBaHbl PELLEHNS 1 OpraHM3oBaHa apeHaa obnavyHon nHgpacTpykTypbl U MO ¢ NonHbIM agMuHUCTpUpoBaHnem cepeepoB (1C u
SQL). lNpousBeaeH anrpena ceTeBoro obopygoBaHua Ha MecTtax. PeanusoBaH npoekT no murpaumm Bcex 1C 6a3 knveHTa B 0b6nako Ha
MoLLHble hmanyeckne cepeepa. OpraHm3oBaHa TexHMYeckas nogaepkka n KoHcynbtuposaHuve 1C ¢ uHgueuagyansHbiM SLA Ha Bpems
peakunn n yctpaHeHUa KpUTUHECKUX NHLUMOEHTOB.

Bakas4vuk: OgHa 13 KpynHenLw X KoMnaHMi NiMBoBapeHHon oTpacnm Poccumn. Murpaums gaHHsix (pannosbsie 6a3bl 1C, 6a3a gaHHbIX SQL,
NoYTOBLIN cepBep) ¢ 3apybexHbIX cepBepPOB NpoudBeaeHa B TeueHwve 2-3 gHel. ApeHaa 2 dedicated cepBepoB, HacTpolika BUPTyarbHbIX
CepBEePOB M KOHTPOMEepPOB AOMEHA, OpraHu3aums CTabunbHOro AocTyna K AaHHbIM MO HaAEXHbIM KaHanam CBA3W, NpefocTaBrneHne B
apeHgy MO MS, HacTpolika pe3epBHOro KONMpPOBaHWS, OPraHM3aLns pacllMpeHHOW TEXHUYECKON NOAAEP KN, 3akasvvk cakoHomun 6onee
5 MrH. py6. kKanuTanbHbIX 3aTpar.

3akasyuk: CTponTenbHas KOMMNaHUs, 3aHMMarLLascs 4EBENONMEHTOM U yNpaBneHNeM HEABMXXUMOCTbBIO B 6T1 pervoHax Pd.
MpownseeneHa murpauus MO 1C B obnako Ha dumsnydeckmii cepsep. PasBepHyT cepep ¢ ponbto 1C+SQL. MNpownsseaeHa murpaums
no4yToBoro cepsepa MS Exchange Ha cusnyeckue cepepa ¢ BbICOKO focTynHocTbIo (high ability). Mexay nokansHon nHpacTpyKTypon
nonb3oBaTtenen n obnakom opraHmsosaH VPN. ObecneyeHa BblAeneHHas NMHUSA KPYroCyTOYHON Texnogaepkkn. OnTmmmsnpoBaHa
cepBepHas 1 ceTeBast MHPPACTPYKTypa. 3HAUYMTENBHO CHIDKEHbI 3aTpaThl Npu nuueHsposaHuu MO.




UHdpacTpykTypa Kak cepBuc (laaS)

v' Yno6Hasa web-koHcorb ynpaBneHus BUPTYANIM3ALIMA
v Hogeiiwme CPU 4-5 nokonexusi Intel Xeon Scalable Gold HYPER-V
v" Benble n cepble IP-agpeca, nsonvposaHHas VLAN

v" Tpu TMna xpaHenus: HDD, HDD + SSD NVMe cache, SSD NVMe BE/bIE W CEPbIE IP-ALJPECA
v OTKa30yCTOMYMBAs MMNEePKOHBEPreHTHAsS MHAPPACTPYKTYpa WSONUPOBAHHAA VLAN

TPW YPOBHA CUCTEMbI XPAHEHUA
B ycnyry BxoauT:

SSD NVMe  HDD +SSD NVMe cache  HDD

Web-koHcomnb camoobenyxmBaHus

rMMNEePKOHBEPreHTHbIE KNacTepbl

[OCTyrneH 60MbLUON Ny BbIYUCNUTENBHbLIX PECYPCOB

3 YPOBHS CUCTEMbI XpaHEHUS OaHHbIX

BO3MOXXHOCTb 00beaNHEHNST BUPTYarbHbIX ceTen ¢ hM3nIecKon MHPPacTPyKTypomn -
BblAeneHHbIMN cepBepamMun U ceTeBbIM 060pya0BaHNEM

eXxegHeBHOE pPe3epBHOE KOMMPOBAHNE, BO3MOXHOCTb CAMOCTOATENBHOIO
KOHhMrypnpoBaHusi nnaHoB 63akanos

7. OTKasoycTon4mBag ceTeBas MHGpaACTpyKTypa

8. ynoOHbIN BUANKMHT NO AHAM.

abrowN =

o
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Web-KoHconb ynpaBneHus

* Cospganve nyganeHne BM

» KoHcurypuposaHue ceten (cepble n 6enble IP)
B03MOXXHOCTb CaMOCTOATENBHOIO M3MeHeHus pecypcos BM
« [octyn k KOHCoNM BM 4epes Beb 6paysep

* Bbibop u 3arpyska ISO-o6pa3sa ¢ HyxxHon OC

= Yrossreme o

B, g 5
=2

grem——— & 7
=

TamuTs ri0 nognMCKe

ws: /2

BupryansHee npoeccopst 49

Q3 (M6): 6096/9216

s 11

 Snapshots L
+ [obaBneHne agaoHOB (NakeTbl pecypcoB) P
I S e e e s

Bugeneiudt ogsan:
Consurmee s

Total Allocated:
Tetal Consumed:




BbicokonpousBogutenbHblie BbIYMUCIIUTESIbHbIE peCcypChbl

Bo3MOXHOCTb BbiGOpa onTMarnbHOM KOHMIypaLumm nog 3agaym ousHeca:

1.

cbanaHcMpoBaHHbIe MO LieHe U NMPOU3BOANTENBHOCTY
AN MEHEE PECYPCOEMKUX PELLEHUNIA

Mpoueccopbl 1-2-ro nokonenuws Intel Xeon Gold/Platinum
6200/8100/8200 ¢ yactoTon 2,7-3,7 I'Tu. Mamate DDR4.

OnTUManeHoe pelleHne ANA GoNblUMHCTBA

Janaud: GanaHc LUeHBl W NPOU3BOAUTENBHOCTH.

MOLLHbIe NpoLeccopbl AN BbICOKOHArPYXeHHbIX
3agad.

Mpoueccopel 4-5-ro nokonenua Intel Xeon Scalable Gold
6400/6500 4,0 I'Ty,. MNamATe DDRS.

NyJwee npegnoxeHWe ANA BbICOKOHAMPYMEHHbIX

3afad, Tpebyrolmx BbICTPOro AOCTYNA K AaHHbIM.
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NMopkntoyante pmusnyeckoe ooopyanosaHue K VLAN B

BMpPTYanbHOW MHdpacTpyKType

CospaBavite eguHy0 CETEBYIO MHAPACTPYKTYPY: 3
nogkntovanTe BblAeneHHble cepeepbl AN

BbICOKOHArpy»XeHHbIx B nnn gpyrmx sagau,

KOMOMHUPYS C BUPTYyarbHOM MHAP-PON.

[NoBbIWanTe NPoN3BOaNTENBHOCTL — NPSIMOE CETEBOE

2 coeguHeHne Mexay PU3n4eckMmn 1 BUPTYarbHbIMU 4
pecypcamMmu, MUHUMU3UPYIOLLIEE 3a[EPXKKA.
Mcnonbaynte 100% pecypcoB BbiAENEHHbIX CEPBEPOB.
WAN
-VM1 — VM2 —— VM 3 VM n

MMBKMe HacCTPONMKN KOHUrypaumm ceTen:

* co34aHue noaceTen

« onpegenenve nyna DNS, yacTHbix 1 nybnunyHeix IP-agpecos
* HasHauveHue |[P-agpecoB BUpTyanbHbIM MallUHaM.

OnTumMmn3npynTe 3aTpaThl:

- NCMoNb3ynTe JoporocTosiee ceTeBoe obopyaoBaHme 6e3
BnoxeHun 8 CAPEX

- aMWHUCTpUpBaHMe 1 noaaepxka nHxeHepos IT-Lite.

A

VLAN

N

lT' Dedicated

server

laaS IT-Lite

~




ApeHpa BbleNeHHOro cepeepa

YO06HbIN U hYHKUMOHANbHbIN CEPBUC Bblhayu B apeHy BblAeNeHHbIX
dedicated cepBepoB:

1. KnueHT BblGUpaeT roToBbIl cepBep U3 NPeASIOXKEHHbIX Unu nogéupaet
HY)XXHYIO KOHbUrypauuto

2. Monyyaet gocTyn B ISP-KOHCONb, FAe CAaMOCTOATENbHO MOXET
ynpaBnsiTb paboTol cepBepa: yctaHaBmMBaTbh OC 13 WwabioHOoB, 3arpyxaTtb
¢ ISO-o6pa3za, ounwatb AUCKK, ynpaBnasaTb SSH-knoyamu.

afin)

.
IT' Lme Mmasxas Cepeepui > Onepauymm nag cepeepoM - s...

= w8 HE& - )
Cirl + Shift « M ’ Onepauvu Hapg cepsepoM - srv-002076

@ Inasuoe menio

Tiun onepaugi Yetanoeuts OC u3 walnowa - 7
Cepeepsl
SSH woum YeTanoenTs OC 13 wabnona Windows Server 2015 - ?
50-06pasw:
Wun xocTa srv-002076. itlte chient.ru ?
o' CTarucTuea e .
-~ Mapans * | papacen L
Hyprian onepauit —— OB
A ypHan nocewermui
Cems MNogreepwaenne * | PBpaCcei0 ?
& H i Peuent — HE YCTaHOBMNEH — - ?
acTpPOHKH
HacTpevTes nporpasmesii RAID — He YCTaMOBEN - ?

HaCcTpOHKN NONBIOBAT

YeegoMuTe 08 OKOH-aHM

Ok OTmena

Intel® Xeon E-2244G 3200-4800GHz 4 4x 1668 2 x 55D 960GE 18 683 py6/mec
ARpa EnoTokas C yueTom cruarn -15% (3 297 pyd
Intel® Xeon W-2155 3300-4500GHz 10- 4 x 3268 2 x S5D NVMe 060G 19 449 py6/mMec
Apep 20-neToxcs C yueTon i -15% (3 432 pyS

Intel® Xeon W-2155 3300-4500GHz 10- 4 x 3268 2 x 55D NVMe 960G8 21807 py6/Mec
Apep 20-noToxos 2 x SATA 6000GE C yusron cuan -1 5

v BbleneHHblV cepBep Nt0601 KOMMEKTaL MK

v ToTOBble MOAKHOYEHHbIE CEpBeEpbI

v/ MrHoBeHHas aBToMaTu4ecKkasi Bblgadya cepBepa

v CamocToaTeNnbHOe ynpaB/ieHMe U KOHTPOJIb paboTbl
v becnnatHbil Npo6HbI nepuog 30 gHell

JocTynHo 6onee 20-T1 roToBbIX K paboTe GpurUanyecknx
cepBepoOB PasfIMYHON LIeHOBOM KaTeropum Ha Bbl6op: 04HO- 1
2-x npoueccopHble; HDD 1 SSD NVMe pa3Horo o6bema.

OnepaTuBHasa c6opKa NtobbIx 3aKa3HbIX KOHGUrypaLuii aAns
NOAKJIFOYEHUSA K KOHCOMN M Bblayu TECTOBOrO fOCTyNa.
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ApeHpa YacTHoOro oonaka

[ns KnMeHToB, KOTOPbIM TPeBYETCS BbICOKONMPOU3BOAUTENBHOE N30NMPOBaHHOE 06NaKo Unn NHAMBKAyanbHas
NMHpacTpyKTypa C codeTaHueM (pU3n4eckmx u BUPTyarbHbIX CEPBEPOB, Mbl NPEAOCTaBMAsEM CEPBUC apeHabl
YacTHoro obnaka:

*  100% BblaeneHHble N30NMPOBaHHbBIE HA N3NYECKOM YPOBHE PECYPChI
+ CrabunbHaga 3asBneHHas NPousBOANTENBHOCTb U AOCTYNHOCTb

* Onnara 3a ghakTn4eckme pecypchbl

» [oTOBbIE N KACTOMHbIE peLleHus, bonbLluon cknag 3Ur

* PasnuyHble BapuaHTbl pasMeLleHnst UHPPacTPyKTypbl

* bBbICTpoe NpegocTaBneHre n macuTabpoBaHne pecypcoB

+ [lomoLLb B NpOeKTMpOBaHNN 1 noadbope MHAMBUAYaNbHbIX
koHGurypauwmi (nogbop CPU, RAM, anckoB Ans XpaHeHus1)

* VHgmemayanbHbele ycrosusa n SLA

+ Texnopoepxka 24/7




JNokanbHbIN AaTa-LEeHTP KOMMNaHUK

] g& ;
=
® Bce pucku 1 3aTpaTbl NpoekTa Ha KoManHum

+ JoporocToswuii codT n o6opynosaHue — GonbLuve
BIOXeHWS

e CTOMMOCTb NNOLLaaKu
* obecneyeHne 3alWmnTbl U 0TKA30yCTOMUYNBOCTU

* ®OT goporocToAWMNX UHKEHEPOB ANd 3anycka u
COMpOBOXAEHNSA

» obecneveHne aBapMVI HOro n 6b|CTpOI’O BOCCTaHOBI€HUA —
OOMOJTHUT eNbHbI€ pacxodbl

® OTcyTcTBME MOKOCTM —OniaTa NPOCT auBaKLLMX
pecypcoB; HEFOTOBHOCTb K OnepaTuBHOMY
MacluTabupoBaHuto

® Honro: 3aKynka, OocTaBKa, nogkn4veHne n HaCTPOVIKa
3aHMMaloT MHOTO BpeMeEHN

®

Puckn npocTtost 6GusHeca n3-3a HegocTaTka 3HaHWR, onbiTa
N pecypcos.

ApeHga pecypcoB LIO[] npoBangepa

1

[

&

BT

\‘\\\
-

«

Bce pacxogbl 1 puckn npoekTa passopaymanmnsa UT -
MHpacTpykTypbl 1 Murpauumn onepatop LIO[ 6epeT Ha cebs:
ayauT TekyLen nHppacTpykTypbl 1 nogbop onTumarssHON
apXUTEKTYpbl

npepocTaBneHune rotosoro obopyaosaHms u nuueHsmi MO no
mozenu SaaS/laaS

ObicTpasa Texnognepxka n obcnyxmesaxHune 24/7,
nHaveBuayanbHbin SLA

NnorHoe pe3epBUpOBaHMe, 6e30nacHOCTb U 3alMLLEHHOCTb Ha
BCEX YPOBHAX

Mpo3payHoe GlompKkeTMpoBaHMe - onsaTa 3a hakTuyeckoe
“cnonb3oBaHue

MoBbiweHne rmokoctn T — makcumanbHo bbicTpoe
MacLliTabupoBaHne

[MoBblWweHne npon3BOoaANTENTIbHOCTU N CKOPOCTU paGOTbI
CUCTEM.

N
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NMpumMmep npoekTa mMurpaumm B obnako

3akazuumk: MexxagyHapoaHas rpynna KoMnaHun, KpYnHbI NPoM3BOAMTENb U NOCTaBLUUK COBPEMEHHbIX |
3HeproadeKTUBHbIX CBETOTEXHNYECKMX pelleHun B Poccum u ctpaHax CHI. C BeToBble

3apava: Obecneuunts 6ecnepebonHyto paboTy Gonee yem 500 nonbsosatenen B YacTHOM obnake, Kak ‘ I _I exXHonornu
ana pabouunx 6a3 1C:Mpegnpuatnsa, Tak n MHQPACTPYKTYPY ANS KOMaHAbl pa3paboT4nKOB.
OpraHnsoBaTb nonHyto VT nogaepxky 1 agMUHUCTPUpPOBaHME.

YcnoBus:
o 500 nonb3oBatenen 1C:ERP u 1C:[JokymeHTO060pOT, 4OCTYN Yepe3 BEO-KNUEHTbI C TEp pUTOpUarbHO yaaneHHbIX nnowaaok
o Heckonbko yganeHHbIx punvanos
o CepBepbl B MHPpacTpykType BHewHero LIOM: chainoskiiA, NOYTOBLIN CepBeEp, BeO-cepBep, KOHTPOMNEp AJOMeHa
PaboTbl 1 pelieHusn: Pe3ynbTaT:
. AyauT, nogbop koHdurypauum UT — cepsepbl u MO v 3akas34mk nonyyunn nof KoY BblAEeNeHHY OT OCHOBHOM U
. ApeH'D‘a BblEEHHOrO cepBepa SQL noagepXxuBaemyto BHe LLHUM I'IpOBaI7I,lJ,epOM 0TK330yCTOI7NI/IByl0
. ApeHaa BbIAENEHHOrO cepBepa NpPUoXeHun y MHdpacTpykTypy Ans 1C.
. ApeHna cepBepa TECTOBOI Cpe/bl pa3paGoToK (AEHTUYEH OHTMMM3Mp?BaHa npousBoguTenbHocTb 1C, obecnevena
OTKa30yCTONYMBOCTb peLleHns Ha Bcex paboymx mMecTax.
cepsepy B[l)
oo v
. Apenga nuueHsunii Windows, SQL O6;cnequa KPYrnocyTo4Has TexHuieckas nognepxka
WMHPaCTPYKTYpbl, @ TAaKKe BbIMOMHEHWE perfaMeHTHbIX npouenyp
OnTtumunsaymsa pabotel 1C 0 HOYAM.
’ ABTOMATU3ALVSA PE3EPBHOTO KOMMPOBAH S v PaspaboTtaH nHansmnagyanbHbii SLA ¢ rapaHTMpOBaHHOWM BLICOKOW
. OpraHnsauusa paclmMpeHHon Texnogaepxk 24/7

OOCTYNHOCTbKO cepBuUca.




Mwurpauusa noutbl ¢ Office365, Anaekc, Gmail n agp.

B ycnoBumax HEBO3MOXHOCTU NpogneHnst noanmckn Microsoft 365, a Takxe puckos
noTepu AOCTYNa v AaHHbIX C 3apy6eXXHbIX CEPBUCOB, KOMMaHUs «ATu JTanT»
npeaocTaBnseT ycnyry Murpaumm n apeHabl KOpnopaTMBHON NOYTbI B
3alMLWEHHOM poccuinickom obnake IT-Lite.

becnnaTtHO M onepaTUBHO NepeHeceM Bally KOPMOPaTUBHYHO MOYTY q%
Mogaenu SaaS unu laaS Ha Bbl6op

BecnnaTHbIn TecTOBbIN Nepuog 1 Mecsy,

NHTerpaumsa c AD

AHTMBMPYC M aHTUCNaM .
ABTOMaTMYeCKOE pe3epBHOE KONMPOBaHMe &

HagexHble Jata-ueHTpbl Tier Il B MockBe |

MapaHTua goctynHoctn SLA 99,998% P Ow

AN N NN Y VR NN

KomnnekcHas noaaepxka 24/7

nuueHsun Ha MO, HacTpamBaTb U aAMUHUCTPUPOBATL MHDPACTPYKTYPY,
NPOU3BOANTbL Pe3epBHOE KONMPOBaHMe, 06ecneymBaTb BOCCTAHOBNIEHMUE,
ornepaTUBHO MacLUTabupoBaTb MHMPACTPYKTYPY, 06eCneynBaTb BbICOKYHO
[OCTYNHOCTb MOYTOBOrO CepBUCa.

“e \ (
[OTOBbIN cepBUC N36aBAET OT HEOOXOAMMOCTU: MPUOGPETaTL 060PYAOBAHME, u X ﬂ\\g
Y




SaaS: noutoBbin XxocTUHr Exchange Server

ApeHJia NoTOBbIX ALWKMKOB No Moaenu Software as a Service.
CToumMocTb B 3aBMCMMOCTU OT 06LLETO KONNYeCTBa M Tapuda:

CpaBHeHue Tapudos

PaboTta yepe3s Web-uHTepdeiic

KaneHgapu v KOHTaKTbI
FnobanbHan agpecHasa KHUra
MHTerpaumsa c Active Directory

CuHXpOHM3aLmA ¢
npunoxexumsamm i0S/Android

Pasmep No4ToBOro ALMKa

MNopaep»Ka NPOTOKO/10B

Basic

na
TONIbKO NNYHbIE

HeT
aa
HeT

5016

IMAP/POP3/SMTP, OWA

Standard

aa
obwme
aa
aa

ActiveSync

1006

IMAP/POP3/SMTP, OWA, MAPI, ActiveSync

Paccuutatb cTOMMOCTb
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YTo BXOAUT B cCTOMMOCTb apeHabl Exchange

» Bepcusa MS Exchange 2019

* web-naHenb aAMUHUCTPUPOBAHNS

* aHTMBMpYyC Kaspersky, HaCTpOEHHble aHTUCNaM PUNbTPbI

* VMHTerpaums c KnueHTcknum AD, nogaepka HECKOSIbKUX AOMEHOB

* murpauums us: Office 365, Angekc noyTta, Gmail

* eXeJHeBHble 63Karbl C Fy6UHON 7 fHeN

e cKopocTb KaHana 100 Méut. MopT 1réut

* aAMUWHUCTPUPOBAHWNE U KPYrOCYTOYHasl TEXHUYeCKas NoaaepiKKka.




laaS: yacTHoe nusonuposaHHoe O6nako Exchange

NS KNMeHTOB, KOTOPbIM TpebyeTcs BblCOKOMPOU3BOAUTENbHOE N30/TMPOBaHHOE
061aKo, Mbl peAocTaBseM ycnyry apeHabl O6naka Exchange Ha BblgefieHHOM

NHbpacTpyKType:

* HeorpaHu4yeHHOe KOIMYECTBO 1 06bEM NMOYTOBbIX ALLMKOB B paMKax o6iaka
* BblAeNeHHbll cepBep B CAaMOCTOATENbHOE YNPaBeHne BCeMM pecypcamiu

* 100% BblgeneHHble N30/IMPOBaHHbIe Ha GU3NYECKOM YPOBHE pecypchbl . v
* cTabunbHas 3asBfeHHas MPOM3BOANTENbHOCTb U JOCTYNHOCTb o\
*  aAAMUHUCTPUPOBAHME U BbleNeHHasa NMMHUA noaaepxku IT-Lite. Uy
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MNaHenb agMmuHucTpupoBaHua Exchange

CDyHKLl,VIOHaJ'I naHenn ynpaBieHNA NOYTOBbIM CEPBEPOM!

* HasHayeHWe KBOT Ha MOYTOBbIE ALLMKHK

« c6poc v ynpaBreHue naponsiMu

*  MOWUCK, BOCCTAHOB/NEHME SLLUMKOB U YAaNeHHbIX MUCEM

* HacTpoVKa NMOYTOBbIX ALMKOB, O6LLEA0CTYMHbIX Nanok,
KOHTaKTOB

* ynpaBlieHWe paspeLleHusiM1, PoSIIMK Nosib3oBaTeNnen

e [OCTYN C MOGWIbHbIX yCTPOMUCTB

v CUHXpOHM3auums
O6beanHANTE NOYTY, 3aia4n, KareHaapu, BCTPEYM U KOHTaKTbl
¢ MK n MO6UNbHbIMYK YyCTpOCTBaMMU

v" KoHTaKTbI
NHTerpauus c Active Directory, aBTo3anosiIHeHMe KOHTAKTOB,
ynpasfieHue 06LWMMM aAPeCHbIMU KHUTaMK

v' CoBpeMeHHast PYHKLMOHaNbHOCTb
HacTtpoiika 6enbix, YEpHbIX CNMCKOB afpecoB U JOMEHOB.
Co3paHue annacoB NOYTOBbIX afpecoB A1 NePECHIIKM.
Cospanne DAG-knacTepos.

-
: B
; & ; &
= a - B
; de i o
= [Jowawrsn crparmua > Aupecic
— s -
5 -1 I Ty
YnpaeneHue - #29
Momck +
Onepauyn
[E———— [ ——————
YganEsisE 1 SKENOpT MACEOBLX NOHTORL AUWDS C oumekaw | Linked AD Semings | Add Export PST Job
] Maibox
Cranye e e nokazuEaTs @ crcks appacex  Her
T User Malbox Watnow nosrosere suse Standard
Artushina, Tetiana - Tatiana Artushina@ B 170 M5 v 100100 G} 7% 205 Cpaztnre Her =
pazbupaTenscrea
Jauaiing
Enabisg e
Cranye e e noKazumaTs @ crincks agpacos: Her
Tun User Mailbox Watnow nosTosoro sumsa: Standard
Berg, Anastasia - AnastasiaBerg@ el 5 e 100,00 GE Xpanenne pa cypebiiore o =

pazbrpaTensETE BKIIGHEHE.
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CepBuUC pe3epBHOro KOnMpoBaHsd KWUBEPMPOTEKT

IT-Lite sBnsieTCS1 TEXHONOrMYECKUM NapTHEPOM KoMnaHum «KnbepnpoTekT» -
poccuiickoro paspabotumka Knubep bakan (paHee — AKpoHUC).
OkecnnyaTnpyem n nogaepxuneaemMm CEpBUC Ha CBOMX MOLLIHOCTSAX, OKa3biBaem
KpYrinocyTo4Hyto Texnogaepxky L1-L3.

MpenmywecTsa NONMHOMYHKLMOHANBLHOMO cepBuca:

B 0

1. ABTOMaTU4YecKoe pe3epBHOE KONMpoBaHue AaHHblX, B, npunoxeHuni, MK, @ | o\ £
cepsepos, BM. 8 Notebook
]
2. BbicTpoe pa3BepThbIBaHUE U NPOCTOe Web-ynpaBneHne — HacTponka @ IS e
WHOVBUAYaANbHOMO MraHa 63kanoB B 5 KNMKOB. @ = — —
3. BbIrogHas nognucka c eXXemMeCA4HOM Onnaron B 3aBMCUMOCTM OT XPaHMMOro ' % | T .
obbema 1 KonmyecTBa yCTPOWCTB. tiniee E /
. o
4. XpaHeHue 63KanoB fokanbHO, B HaaexHoM obnake IT-Lite, nybnnyHbix . |
-
obnayHbIX cepBMcax UM KOMOMHMPOBAHHO. Y 4OOHOE BbIMOMTHEHUE CTpaTerum ©
3-2-1 (3 konun — 2 pasHbIX HocUTeNs — 1 KONMSA BHE NOKaSlbHOro pa3meLLeHus ). s | o
§ o | o 5
5. TlpaHynsipHoe BOCCTaHOBIEHMe: HanpumMmep, 40 YPOBHSA COOOLEHNN Pessomoe onipossa e O o
3MNeKTPOHHOW NoYThl (areHT Exchange).

Active Protection

6. Mwurpauusa donandecknx cepeepos, BM B o6nako. BocctaHoBneHne Ha gpyroe
obopypoBaHue. 3anyck BM npsiMo n3 pe3epBHON KOMWKU Ha NETY 3a 2 MUHYTHI.

Ouerka ya:

7. BcTpoeHHas akTMBHasi 3aliuTa AaHHbIX OT BUPYCOB-LM( POBarns LMKOB.




Knbep Bakan ObnavHbIU: 3awmTa noodbix nnatdopm

ONEPALMUOHHbIE CUCTEMbI MS Windows 7-10, Windows Server 2008-2022

Linux: Astra Linux, ALT Linux, PE[] OC, POCA «KOBAJIbT»,
Red Hat Enterprise Linux, Ubuntu, SUSE Linux ES, Debian, CentOS, Oracle Linux

NNAT®OPMbI BUPTYANIU3ALIUU Bbakan BM 6e3 areHTtoB: VMware vSphere, Microsoft Hyper-V

Bakan BM arentamu: VMware, Microsoft Virtual PC/Server, Citrix, Red Hat
Virtualization/oVirt, Nutanix, KVM, Parallels, Oracle VM Server/ VirtualBox

MPUNOXEHUA MS Exchange Server, MS SQL Server,
MS SharePoint, Oracle Database, SAP HANA, PostgreSQL,
Postgres Pro Standard/Enterprise, Patroni

BAPUAHTbI AN XPAHEHUS KOMWUA JlokanbHble anckn, NAS, SAN
O6nako IT-Lite
My6nnyHble obnayHbie cepBUChI




AaMUHUCTpUpOBaHME NoA KIkoY

TexHuyeckue paboTbl

AyanT nHdPacTPyKTypbl U CEPBUCOB 3akasdmka

Anrpeiig TekyLiero o6opyaoBaHus, yCTaHoBKa W 3anyck Hosoro. MogGop u
npefocTaBneHne CepBepoB Nnog Koy

YcTaHoBKa 1 HacTpolika ceTeBoro o6opynoBaHms n cpeacts cBssn - Mikrotik,
Juniper, Cisco n gp.

YnpaBneHve pecypcamu 1 napameTpamu cepeepa, MoaepHU3aLms
CosgaHve 1 noaaepkka oTkasoyCTONUMBbIX KITacTepoB
OnTMmM3aLma NPoM3BOAUTENBLHOCTM cepBepa

Hacrtponka NO

Hactponka cepepa Windows, Linux, Ubuntu, CentOS, Debian, FreeBSD n ap.

Hactponka 1C cepsepa, Web (1IS), RDP, VPN, FTP

YcTaHoBKa, HacTpolika U aaMUHUCTprpoBaHne 6a3 aaHHbIx PostgreSQL,
MySQL, MS SQL

Hactponka Active Directory, DNS

HacTpoika noytoBbix cepBepoB Exchange, Zimbra, Postfix

MnaHoBoe obHoBeneHne MO n OC. MoBbieHME NPOU3BOANTENIBHOCTU
O6cnyxunBaHue y4€eTHbIX 3anuceli nonb3oBaTenemn

ConpoBoxaeHne u nogaepxka

TexHuyeckan nogaepxka 24/7/365
MHomemayanbHbii SLA

Buptyanusauusna

. YcTaHoBKa 1 HacTporika cuctem BupTyanmsauumm Hyper-V,
VMware (vSphere, Esxi), KVM

. BHegpenne rmnepkoHBepreHTHoW uHdpacTpykTypbl (HCI)

. Mopaepxka yaaneHHbIx paboynx cTonos (TepMUHanNbHbIX

cepsepoB, VDI) 1 crnyx6 npnnoxeHumn
. BHenpenue VDI, vGPU

MoHuTOpUHr

. MOHMTOPUHI 1 ONTUMU3aLNSI NPOU3BOAUTENBHOCTH,
nHAMBMAyanbHas HacTponka Zabbix

. MownuTtopuHr 3arpyskun CPU, RAM, HDD, RAID, dainna noakayku,
N3MeHeHus annos

. MOHMTOPUHI 4OCTYNHOCTM NOPTOB
. MpoBepka cpoka cnyx6bl cepTnmrkaTon
. MoHuTopuHr goctynHoctr CYB/[], cepBepa NpunoXeHnin; cryxo

NGINX, 1S, FTP; napametpoB MySQL, Asterisk, Exchange

UHdopmaumoHHasa 6e3onacHOCTb

. OpraHu3aums 3aWwuTbl JaHHbIX M PE3EPBHOMO KOMMPOBaHUS
. ObecneyeHre aBapuMHOro BocctaHoBneHus, DR

. BHegpeHue kopnopatvBHOM aHTUBMPYCHOM 3aLLUTbl

. ABTOMaTVU3auusa ynpasneHust npasamu goctyna n Y3 (IDM).




AyTCOPCUHI TeEXHUYECKOWN noanepxku 24/7

OpraHun3oBbiBaem Mo Koy NUHUID TEXHUYECKON NOAAE PXKKM

* 1-9 NUHUS — NPpUEM, OLleHKa 1 pacnpeaerneHne 3asiBoK, KOHCYNbTUpPOBaHNE
nonb3oBaTenen

e 2-9 NVHUSA — peLleHne NHUMOEHTOB U oWKnBOK, yaaneHHoe noaknoyeHue,
afMWHUCT pupoOBaHue nonb3oBaTenen, Hactponka MO n OC

*  3-a nuHusa (“cynep-agMunHbl”) — pelleHne cambIX COXHbIX U HECTaHO4apTHbIX 3a4au,
BKIMOYasA COMPOBOXAEHUE CepPBEPHOro 1 ceteBoro obopynosanus, CX[, paboumx craHuum,
nporpammHoro o6ecrneyveHuns.

00000;‘?

CepTndrumpoBaHHble MHXEHEPbI N agMUHUCTpaTopbl paboTatoT n3 ogucos IT-Lite B pasHbix
pernoHax, 3a CYeT Yero Mbl MOXXeM OKa3blBaTb KPYrrnocyTO4YHY 0 nogaepxKy u paboratb no
nHOMBMOYaNnbHOMY rpaduKy.

v KopnopaTtusHaa AT-noanepxkka opmncos, punmanos, yaaneHHbIX nonb3osatenen 24/7
MoppepxmBaeM KpymnHble opraHmnsaunm ¢ 60MbLUINM KONMYECTBOM MNofb3oBaTenemn
OnepaTBHOE BpeEMsI peakunm Ha MHUNOEHT, nHaneuayanbHbii SLA

Bbleaabl nHxeHepa no MockBe, yaaneHHas noanepxka ons noboro pernoHa
lMpo3payHas paboTa un onnara 3a akt

Bbl He BknagbiBaeTecb B co3gaHne oTaena, Mbl 6epem Ha cebs BClo paboTy.

SRR N NEN




IDM.YnpaBneHue y4yeTHbIMU AaHHbLIMU

LSRN

MonHbIM NOPSAAOK C Npasamun 1 A40CTYNaMmn CoTpPyAHUKOB
OnepaTtuBHOE M aBTOMaTu4yeckoe N3MeHeHue npas No CoBbITUAM
CHwxeHve Harpysku Ha UT-otaen

MoBbiweHne nHopmaLmoHHoM 6e3onacHoCTK

Pabotaa nog ynpasneHuem "1C:IMpegnpuarne”, cuctema IDM:

nony4vaeT AaHHbIe MO COTPYAHMKAM NPeanpusaTUs U3 KaapoBOW CUCTEMbI -
Hanpumep, 1C:3YT1

UHTerpupyeTcsa C UMELWMNMNCA Ha NpeanpuaTnmn MH(*)OpMaLWIOHHbIMVI cucremamun
N NpUnoXxeHnamvmn

U3MeHAEeT NpaBa gocrtyna un HaCTpOVIKM YYETHbIX 3anucen B LeNeBbIX cUcTemMax
Ha OCHOBaAHUN KagpoBbIX cobbITMI 1 pOﬂeBOVI Mogenun Ha npeanpuaTtnin

cdopmMupyeT nyn 3apay Ha cornacoBaHue U u3MeHeHue npae. OnoeeLaet
nonb3osartenen no email, sms

npenocTaBnNAET MHCTPYMEHT KOHTPOJISI, MOHUTOPUHIa U NpeaoTBpaLleHUs
WHUMOEHTOB Ans cnyxobl UNB.

Cuctema aBTOMaTUYeCKN MOHUTOPUT AaHHbIe MO NpaBaM U YYeTHbIM 3anucsiM B cucTemax
npeanpusaTusl, ukcupyeT nobble HeCOOTBETCTBYUS B BblAaHHbLIX NpaBax, No3BonseT
paccregoBaTb NPUYMHbBI PaCXOXAEHWA U MPUHSATL pelueHne 06 N3MEHEHMSX.

Ky | MUHUMPbI
%é | Pochlleq)p

B EAVMHOM peecTpe poCCUMCKUX
nporpaMmm ans 3BM,
CepTtudukar «CoBmecTumol!
Cuctema nporpamm
1CMpegnpusTue»

KoHHe KTOPbI U UHTEerpauus:

» Active Directory, Open LDAP
* 1C npunoxeHus
o Butpukc-24, 1C-butpukc
* MS Exchange, AHgekc 360, VK WorkSpace
+ IPATC 3CX
*  YHuBepcanbHbln HTTP-koOHHeKTop
+ BsaumopencTtsue yepes Beb-cepBUCHI,
API, PowerShell
» Pabora koHHekTopoB 1C yepes 1C:LUnHa.

IDM

YnpasneHune
YUYETHBIMU AaHHBIMU

N
TLite




Hawwu cTaTychbl

CraTycel:

* 1C:®paHyanan

* 1C:LeHTp ceTeBon KOMNeTEHL MM

« Kanagmgat B 1C: LleHTp ERP

+ Kanampat B LIK 1C:KOPT1

* LUeHTp komneTeHumn 1C no Meanunne

» 3onoton naptHep Microsoft

+ CISCO partner

+ ABTOpU30BaHHbIN NapTHep KnubepnpoTtekT

+ Citrix Solution Advisor at Silver level

* Ceptudukar cootBetctBus ISO 9001:2015
+ [MapTHepckue cTtaTychl ¢ paspaboTumrkamm CK3U
e JlnueHnsma ¢Cb

e JlnueHaua ®CTIK

Ceptudumkatsl 1C:

* 1C:MpodeccuoHan (Mnatpopma 1C:MNpeanpuatune 8,
BrogpketnposaHue, ERP Ynpasnenve npeanpuatnem 2, YnpasneHue
Toprosnen, [JokymeHToo60poT 1 Ap.)

* 1C:Cneuunanuct (Mnatdpopma, Byxrantepusa, Sapnnarta un
ynpaBrieHne nepcoHanom, YnpaeneHue Toprosnen, 1C:byxrantepus
7.7, 1C:YnpaBneHue npon3BoOACTBEHHbIM NPEONPUATUEM;
paspaboTtka n mogmdvKaumnsa NpUKNagHbIX peLeHnii, u ap.)

* 1C:Cneumannct-koHcynbTaHT (Byxrantepus, 3apnnarta u
ynpaBrieHe nepcoHanom u ap.)

* 1C:PykoBoguTenb NpoekToB

* 1C:3kcnepT Mo TEXHOMNOMMYECKUM BOMpPOCcaM.

ﬂ(\% CEPTHONKAY ﬂ &u V

CEPTHOHKAT

Sz
MAPTHEPCKMIA

CEPTHOUKAT




Bynem paabl npokoHcynsTMpoBaTh Bac no Bcem
BO3HMKLLMM BOnpocam 1 3agadam

sales@it-lite.ru

+7(495)646-23-16
Mockea, PameHckui 6-p, 1
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